Intelligent agents can be used as agents of organizational change. This potential exists in the domain of accounting audit, where much of what is currently done manually in batch mode could be done continuously and on-line. We discuss the use of intelligent Internet agents as a way of changing and expanding audit practices in the virtual world. A quality/service framework is presented that suggests ways that accounting firms can evolve in this era of on-line opportunities. The EDGAR Agent is presented as an example of an intelligent Internet agent that gathers financial information. The challenges involved in the development of the EDGAR agent are analyzed, providing insight into the practical aspects of agent technology designed for a specific business domain. A test of the agent is presented, with comments and suggestions from financial practitioners that will be integrated into the research stream. Nelson, Kay M., et al. 3 
INTRODUCTION
The virtual world presents many challenges and opportunities to accounting firms. The Internet has exponentially increased the speed and availability of information to consumers. Many of these consumers are the clients of accounting firms that in some respects have previously been taken for granted. This explosion of information has resulted in many of these clients questioning the value of standard accounting services such as auditing 1 that provide accurate yet greatly delayed information.
Organizations need to know on a real time basis how they are performing. The investors and management of these organizations would also like to have this knowledge more frequently than is currently provided by the annual audit [9] . Accounting firms that do not respond to these client needs will find themselves at a competitive disadvantage. The very existence of the virtual global environment will cause the current accounting audit model to evolve or die.
Commenting on the audit function, Robert Elliott [10] , p. 106 says:
"The information revolution is greatly changing the attest environment, and we must try to understand the nature of the changes in order to determine how best to respond to them. These changes and prospects call for responses to adapt internal and external accounting, accounting education and research, accounting firms, and attest work."
The accounting profession is responding. Recently, the AICPA (American Institute of Certified Public Accountants) Board has formed a Special Committee on Assurance Services to develop a strategic plan for identifying and implementing an expanded assurance function 2 resulting from the information revolution [14] .
There is a great need for new types of services. Some of these services will be built on the core competencies that already exist and some will have to be developed. These services will be built around the demand for confidentiality, authentication, data integrity, non repudiation, and selective application of client services that are dictated by the virtual environment of the Internet [3] . Table 1 illustrates these transaction needs in the virtual world. 2 Assurance function, in general, deals with providing assurance on a process, service or a piece of information. An assurance service is a generalized version of the audit service. Similar to audit services, the auditor collects, evaluates and aggregates items of evidence relevant to the objective to provide assurance. For example, the auditor can provide assurance on the quality of a service provided by a hospital.
Table 1 Requirements for Virtual Transactions (Bhimani [3]) Confidentiality
Communications are restricted to only the parties involved in a transaction Authentication
Assurance that parties are communicating with whom they think they are doing business.
Data Integrity
Data sent in a transaction should not be modifiable in transit Nonrepudiation
Neither party can deny participation in a transaction after the fact Selective
Application of Services
Part of a transaction is hidden from view while another part is not
INTELLIGENT AGENTS
Much of the work done in the virtual world will be done by intelligent agents. These agents can be defined as programs that operate autonomously to accomplish unique tasks without direct human supervision. Minsky [16] has described intelligent agents in a more pragmatic way, describing them as "go-betweens" that possess specialized skills, similar to travel agents or insurance agents. By having intelligent agents do the more mundane and manual tasks of the audit function, the opportunity exists for auditors to become more knowledgeable about and responsive to their clients. Agents should enhance human intelligence and help to make people smarter [18] . In the case of auditors, this can translate to the ability to provide new and innovative services to clients that extend the practice of auditing beyond the traditional scope. This paper addresses the issue of intelligent agency and virtual auditing by providing an example of an agent that renders a value-added service that can potentially be offered in an auditing practice.
We call this program the EDGAR Agent since it searches the EDGAR Security and Exchange Commission (SEC) database for the current 10Q report of listed companies. This paper outlines the challenges faced when developing an intelligent agent for a specific business domain, in this case, the accounting domain of financial reporting.
THE AUDITING FUNCTION IN THE VIRTUAL WORLD
Traditionally, the audit function has been limited to the verification and accuracy of financial reporting in an organization. An exception to this has been the area of EDP auditing. This practice began as an additional financial reporting verification process, but in many cases has been extended to verifying the operation of computing systems in the organization. By looking at the EDP function in this way, it seems only natural to assume that the Internet would provide opportunity to extend the financial reporting verification process to provide new and hopefully profitable services to clients in the virtual world.
These new services can be classified into two general categories, quality and service [13] .
Traditionally, the practice of auditing has focused on the quality dimension. Through the verification of financial reporting 3 , the quality of information provided by the firm to its stakeholders is assured. This assurance is similar to a radiologist assuring that a medical x-ray is accurate and provides a quality diagnosis, or a building inspector assuring that a house is built to specifications and will hold up the roof.
While doing auditing assurance, many accounting firms have discovered the lucrative practice of business and information systems consulting. This is a natural extension of the assurance process, since business processes and information systems can directly affect the quality of organizational information [8] . These consulting practices focus on the service dimension. Both the quality and service dimensions can be extended under the auditing umbrella in the virtual world, as shown in Table 2 . Internet security is one of the biggest barriers to doing business electronically [5] , [7] . For intelligent agents to succeed and be accepted, auditors, their clients, and the customers and stakeholders of their clients must believe the Internet is secure. Agents need to be seen as competent and trusted [15] . If the transaction environment is not seen as secure, agents will not be accepted. However, the security issue can be turned into a profit opportunity for auditing practices. Auditors, and their intelligent agents, can extend the quality dimension of the audit practice to include the verification of confidentiality, authenticity, integrity, completeness, and timeliness of information found on the Internet. These securityoriented services would be an extension of the existing core competency of financial verification that already exists in audit practices. By furnishing these verification services, the providing accounting firm would also be seen as competent and trusted, and these traits would be endowed on the intelligent agent that is a proxy for the firm.
Electronic commerce also provides the opportunity for many new consulting services that can be offered under the auditing practice umbrella. These services include the acceptance of agents working under the proxy of an established and trusted accounting firm, in other words, the nonrepudiation of the services or information provided by or sought after by these agents. These agents will act as intermediaries between the auditing firm and its clients, as well as a proxy for the client in the virtual world. These proxies can perform text-based searches for information within the client's databases and within other databases on the Internet. These database search capabilities provide the opportunity for real time database reporting and updates. Intelligent agents can also provide translation capabilities to clients that may not be English speaking. Finally, agents can constantly search the virtual world to gather information that auditing practices can convert to valuable and salable client competitive knowledge.
Besides these new opportunities, even the traditional audit function will change in the Internet era, especially in terms of the nature of evidence and the way it is accumulated 4 . Intelligent agents will play an important role in this process [19] . For example, in performing analytical procedures 5 as required by the AICPA [1] , the auditor can use an agent to gather industry information through the Internet and perform the analysis irrespective of the place and time.
THE EDGAR AGENT
The EDGAR Agent is a first step toward on-line continuous auditing and expanding the role of the audit function in the virtual world [19] . The EDGAR Agent is a category of agent that assists in information access and management [2] . The EDGAR Agent is an easy-to-use intelligent agent that searches the SEC EDGAR database for the current cash balance of a user-specified corporation. The user then is asked to choose the industry group for the company before he/she submits the query. The agent then sends the query including the corporation and industry names to the EDGAR database server. There are three possible results to this inquiry. The first is a list of available 10-Q reports which will be returned if the company name has been found. The second option is the case of no exact match for the company name where the agent will decide to tell the user that the company is not available and asks for another search. The third possible result is that the agent gives the user some name suggestions based on the agent's point of view. The later outcome is designed to help users who might not know the precise company name used in SEC files. 4 Under the E-commerce and Internet environment, the traditional documentary evidence is not any more valid. This requires a major change in the way the auditors collect evidence. 5 Analytical procedures refer to analyses of the current year's financial numbers and ratios of the company with the corresponding numbers or ratios of the company for the previous periods and of the industry.
The 10-Q reports are retrieved in filing date order. After clicking on one specific report, the user is given a form where he or she selects the balance sheet, the income statement, or the statement of cash flow. The agent then gives the option of calculating some financial ratios designed to help the user understand the performance of the company through the comparison with the industry average.
The first number that can be calculated is the current market value of the company derived from its stock price. The agent also calculates the quick ratio, current ratio, and gross margin over sales 6 . Future capabilities will include calculation of the debt over equity ratio, cash collection time and inventory turnover 7 . The process and the demo forms of EDGAR agent are shown in Figure 1 and 2, respectively. 6 Quick ratio = (cash + marketable securities + net accounts receivable)/(current liabilities), Current ratio = (cash + marketable securities)/(current liabilities), Gross margin = sales -cost of goods sold. 7 Cash collection time = (average gross receivables x 360)/(net sales), Inventory turnover = (cost of goods sold)/(average inventory). 
CHALLENGES IN DEVELOPING THE EDGAR AGENT
This paper discusses three primary challenges encountered in developing the EDGAR agent.
These three challenges are the speed of the agent itself, the non-standard format of financial statements and the variety of the accounting terms used in the financial statements.
Speed
Perl is an excellent language to process text files for pattern matching and other built-in functions. However, because it is a scripting language, the running speed of the code is slow compared to that of C/C++ code, especially when network communication is required. We encountered this problem in the early stage of the agent development. It took several minutes to retrieve the financial statements from the EDGAR database and even more time to calculate the financial ratios. When analyses were made over the network, the speed of the agent was significantly slower due to the communication between the client and the server. With this Remote Procedure Calling (RPC) process, every request of the agent resulted in a corresponding response from the server. With the exception of the transfer rate over the internet which was beyond our control, we used several ways to improve the speed of the agent:
1. Download the relevant information once. After the agent was successfully connected to the EDGAR database, the required reports were downloaded and saved in a local server (Unix, PC, etc.). If the user needed to compare the ratios of a specific company with those of its peer companies, the 10-Q reports of the related companies were downloaded at the same time. To further solve the conflict between the expected and practical speed, a database is currently being constructed where information will be retrieved locally if the information is not outdated.
2.
Use local computation where the Perl script looks for the reports in the local server. Although the analysis is currently being made by the pure Perl code, we did test the combination of C++ and Perl code, considering that many people are the enthusiastic believers of using scripting language along with C/C++ or Java to improve performance. In the EDGAR agent, we found this treatment did not significantly improve speed.
3.
Choose a better local server. The EDGAR agent code is expected to be platform independent. Initially we worked on an IBM RS 6000/350 server where the CPU time has been widely distributed to the extensive Email users. We moved to a DEC AlphaServer 1000A 5/400 server that is used primarily for research computing, and the running speed improved as expected.
Format of the Financial Statements
There are significant differences in the financial statements between companies in the EDGAR database, even when those companies are in the same industry. These format differences directly impact the accuracy of the information returned by the EDGAR agent. In order to illustrate the point, a simple comparison of the balance sheets of two companies, Intel and Ford Motor, is shown in Table 3 .
Both are manufacturing companies, but they are in different industries. We can see the obvious differences in format even though they both follow standard accounting format. We performed an analysis of 66 companies across a variety of industries and found that the format variety is reduced for the companies within the same industry. For example, both Motorola and Intel manufacture electronic chips, and their financial statements are very similar. That is the primary reason the user is prompted to input the industry at the beginning of an EDGAR agent inquiry. Another reason is that it is then easier for a selected company to be compared with its peer companies. Through our industry survey, we found this classification helps eliminate the difficulties caused by the format differences in retrieving and processing the financial statements. The most challenging issue in the EDGAR agent development was how to deal with the variety of the terms used in the financial statements. Neither the SEC nor the AICPA impose standards on these terms. Companies have complete freedom in choosing the names used to describe financial items such as cash. At the current time, we are most concerned with the terms used in the ratio calculations. Some of these have few variety, for example, the term "Cash" is being used by 9.1% companies of our sample, "Cash and Cash Equivalents" by 69.7%, "Cash and Due from Banks" by 12.1%, with the remaining 9.1% of the companies using other terms such as "Cash and interest bearing equivalents." In contrast, some terms have significant variety, such as "Accounts Receivable", which has more than 20 synonyms in the 66 balance sheets analyzed.
The first approach adopted to deal with the term variety was the use of a direct pattern matching function. The approach worked very well for a few specific tested companies. However, each time we encountered a new synonym that was not included in the judgement criteria written in the agent code, we expanded the criteria. After a while we began to hit a wall because it was almost impossible to make one or two exclusive matching criteria. Using complex judgement criteria greatly decreased the speed of the agent since every component of the criteria had to be checked over the whole file line by line .
Our second approach to this problem was statistic information retrieval [6] . We decomposed each term into single words and assigned a certain probability to each word according to the possibility of its appearance in the corresponding standard term. The corresponding term with the highest probability was then selected. For example, the word "Cash" almost certainly appears in "Cash and Cash Equivalent", and a very high probability should be assigned. However, it is less likely for the term to appear in the synonyms of "Accounts Receivable," so a very low probability should be assigned in this case. Furthermore, "Cash" is impossible to be included in the "current liability, " so the probability is zero. Using C++ to write the test code, and with limited tests, it was found the statistic retrieval concept could be adapted to agent development. The drawback to this approach is that it is hard for a developer to learn the correct assignment of probability without an extensive investigation into accounting terminology.
Our chosen approach to solving the terminology problem is a combination of Perl code and a relational database [24] , [25] . With the assumption that synonyms are close to exclusive if a fairly large sample can be maintained, we believe a table in a relational database will help us overcome the term recognition obstacle. This table has a one-to-many relationship. Carrying the necessary words, the agent goes to the database to search for an exact match. The process is triggered from the agent script to the database interface, then to the ODBC driver and finally to MS Access or Oracle. When the agent determines an exact match in the synonym field of the table, it will retrieve the corresponding standard term and its value. Without an exact match, the agent will retrieve nothing and return. An alternative method being tested is having the agent make an autonomous decision about which standard term is most likely used when there is no exact match. This approach utilizes intelligence within the agent, and the implementation can be the combination of the statistic retrieval approach and this database approach or other artificial intelligence methods.
While the above syntactic problems are real and challenging, there are two even deeper challenges underlying them. These challenges are semantic and contextual [21] . Semantic challenges exist in the way information is interpreted by auditors, and how intelligent agents will deal with this.
Context challenges arise when agents search the web at large and find financial information on web sites, but need to determine if the context of this information is relevant for retrieval. These issues are currently being studied by other members of our research team in parallel with the Edgar Agent development.
The challenges to building the EDGAR agent demonstrate the constraints placed on the technical development of intelligent agents. While our agent is relatively simple from a technical perspective, the "messy" world of financial reporting required some creative solutions to problems not found in the pure laboratory environment. Our next step in dealing with these "messy" problems was to conduct a limited, preliminary field test of the agent.
PRELIMINARY FIELD TEST OF THE EDGAR AGENT
The Edgar Agent was reviewed by thirty professionals representing the management, accounting, and finance areas. These respondents were members of a business school graduate program and all had some current or previous work experience. The instrument used to evaluate the agent is included in Appendix I of this document, and was based on previously validated measures [22] , [23] . While the statistical data presented below in Table 4 is interesting and useful for design purposes, the feedback we received in comment form was even more insightful. One of the things that came through strongly was the issue of trust in Internet data. While most of our respondents thought the information looked good and could be useful, they indicated that they had no way of knowing if the data was accurate. Based on the above comment, we checked that particular data point and found that we were accurately reporting numbers from Edgar and the stock market. However, Bloomberg [20] was reporting different data, showing that even "official" sources on the Internet seem to be varying slightly.
These comments and our follow-up investigation indicate that Internet security and accuracy are issues that must be addressed for agent technology to be used successfully in real business domains such as auditing.
The other comments were primarily around formatting issues. Based on these comments, we are currently updating our user interface using focus groups of financial professionals as respondents.
DISCUSSION AND FUTURE RESEARCH
In addition to financial information, intelligent agents have the capability of searching the Internet for environmental and competitive information about a firm or its clients that is present in the media. The ability of agents to search in full text mode will allow them to be trained to search for competitive threats and opportunities. Different types of artificial intelligence can be used so that agents learn as they search. Neural networks are one type of tool that have the potential to build continuously learning agents [17] .
Intelligent agents that can provide not only financial information and calculations about a company, but also can reconcile this information with environmental data have the potential to be marketed as a value-added service to clients of accounting firms. This service can be used internally by the client company for auditing and decision-making, or could be used externally by the client to assess and make decisions about the competitive environment. In this way, accounting firms can extend existing audit and consulting services under the quality/service framework. As accounting firms enable their clients to gather information and participate in the virtual global world, they will also profit from providing security and authentication of transactions as they are performed.
Direct research resulting from this study will extend and refine the EDGAR Agent's capabilities for gathering, isolating and analyzing key financial data from the EDGAR database. Additional refinements will include intelligence on the home computer that calculates financial ratios in a way that is useful and meaningful for corporate decision-makers. The EDGAR Agent lays the foundation for additional research in the area of on-line financial reporting and virtual auditing. For example, one can integrate such an agent with artificial neural networks to develop models for predicting bankruptcies [11] , potentials for management fraud [12] , or for going concern judgments [4] with timely information of the client and the industry. The current implementation of the EDGAR Agent as a monolithic Perl program will be redesigned for the modular architecture presented above. The FRAANK Agent will include the programming logic written in PERL, KQML and Java, and the data and knowledge sources implemented in an SQL database, with the internal communications implemented using ODBC over TCP/IP. The heterogeneity of the implementation is the result of choosing the most appropriate tool for each task. Thus, the analysis and information extraction from natural text documents will be implemented in Perl and KQML, while mobile applets that FRAANK might need to spawn will be written in Java.
We plan to continuously develop and enhance the AI capabilities of the FRAANK agent. It is however not realistic to expect that a single agent can embody all the sophisticated stand-alone expert systems developed for the accounting and auditing professions. Important steps on the way leading from the EDGAR Agent to the FRAANK agent will include:
• More detailed analysis of SEC filings to extract financial statements and compute financial ratios. Such analysis will require the creation and incorporation into our agent of a data source of accounting terms and their synonyms.
• Interaction with additional information sources, e.g. querying a stock quote server to compute the current market value of a company, which can be used to compute Altman's Z-factor.
• Formal representation and learning of the structure of external information sources aimed at finding important financial and accounting information in companies' Web sites of arbitrary structure.
• Collaboration with external agents, e.g. the use of existing "news agents" for gathering recent non-financial information about companies.
This stream of research could lead to the development of intelligent agents that continuously access and search client databases for information and report this information back to the auditing firm.
It is clear that such agency would require a high degree of competency on the part of the agent as it acts as a proxy for the human auditor. This type of agency also requires a high level of authentication and verification that the information found in the database is up-to-date and factual. For the client of an accounting firm to allow such an agent into its database, a high level of trust is required. However, the rewards of such a relationship would be worthwhile to both the accounting firm and its client. A close partnership would be developed whereby the accounting firm no longer provides only historical information and verification to the client, but also provides valuable decision-making and competitive knowledge. The intelligent agent becomes the third partner in a relationship whose goal is to make the client organization more profitable.
